Indian Financial Technology & Allied Services

Job Description

| Role Summary Remarks
(a) Title: Security Analyst (Firewall Operations) 11
(b) Business/Function: Cyber Security
(c) Band / Designation: Security Analyst L1
(d) Location: Mumbai/Hyderabad
(e) Reports to:
(f) Team: Cyber Security
(g) Summary: 1) The candidate will be supporting the Firewall & reporting.

2) The Candidate will be managing the FW operations & day-to-day activity.

(h) Position Code:

(a) Responsibilities:

Additional Information
* Management and configuration of Checkpoint firewall& IPS Technology Checkpoint / Switching / Routing.
« Expert to handle the day-to-day checkpoint firewall & IPS operational issues.
« Initial firewall/IPS testing of parameters, operation, support and commissioning.
traffic, log files, host-based and automated security alerts
* Troubleshooting and root cause analysis of issues for firewall/IPS etc.
« Analysing, troubleshooting and correcting network problems.
* Maintaining and administering perimeter security systems such as firewalls and intrusion detection systems
* Good Communication and can handle incident and problem management.
* Problem solving skills on checkpoint firewalls, switching and routing devices.
« Adhere to change control process.
* Has the ability to work on his/her own, be able to remain calm under pressure and to keep his managers informed of progress against a programme of work

Requirements

Classification

(a) Education: BSC / Diploma in computer science with relevant experience in Information Security or Network Security. Mandatory
or
BE/B tech/Computer Science.

(b) Experience: 1)andidate should have strong 2 + years of overall experience as a Network/Security Engineer either in Service Provider Environment or diverse enterprise Mandatory

network.
2) Experience in firewall& IPS Technology / Switching / Routing.

(c) Certifications:

1) Check Point Certified Security Administrator (CCSA) 80/81 - Mandatory
2) Any cyber security course will be added advantage. - Preferrable

Specified within

(d) Knowledge:

1) Expert knowledge in Network & Security.
2) In-depth understanding and experience (Firewall/IPS/IDS/VPN)
3)Knowledge of Analysis of IPSec VPNs implementation and Manage and Monitor all VPN connectivity.

4 of Analyse, ti and investigate Network security-related issues.

5)Good in MPLS and internet leased line links.

(e)Technical Skills:

Primary Mandatory Skills:

Experience in Firewall,IPS,IDS,VPN,Routing Switching
Secondary Desirable Skills:

Understanding of Proxy, LB & other security solutions.

Specified within




