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1 Introduction
1.1 Background

IFTAS, a wholly owned subsidiary of Reserve Bank of India (RBI). IFTAS, was formed in 2015 as a
Section-8, not-for-profit organization, was entrusted with the responsibility of pioneering the use of
technology in banking and offering cutting-edge services to financial sector in India. Major technology
initiatives from IFTAS include setting up of the Next generation INFINET (INFINET 2.0) network,
managing the nationwide communication backbone for the Central Payment System, managing SFMS
Central Payment System (Structured Financial Messaging System) and a host of Cloud solutions from
IBCC (Indian Banking Community Cloud).

1.2 Objective

IFTAS invites proposals from eligible Bidders for Design of appropriate solution, supply, install,
integrate, operate, maintain, and manage Next Generation Security Operations Centre (NG-SOC) for
IFTAS. NG-SOC will have technologies leveraging Artificial Intelligence/Machine Learning (Al/ML) with
deep learning, analytics, 24x7 threat hunting, automation of routine Security Operations Centre (SOC)
activities to improve threat detection and response capabilities. NG-SOC shall consist of Analytical
Engines, Remediation Engines, Threat Intelligence Feeds, Threat hunting capabilities and other
services like Dark web monitoring etc.

2 Cost of RFP

The Bidder shall bear all costs associated with the preparation and submission of its bid and IFTAS will,
in no case, be held responsible or liable for these costs, regardless of the conduct or outcome of the
bidding process

The Bidders meeting Eligibility Criteria mentioned in the section 7, can procure RFP document from
IFTAS, along with non-refundable amount of Rs. 20,000 (inclusive of GST) payable in the form of NEFT
favoring “INDIAN FINANCIAL TECHNOLOGY AND ALLIED SERVICES”

Details of the bank account of IFTAS for remittance of bid cost are given below:

Account Name: Indian Financial Technology and Allied Services
Name of Bank: AXIS BANK LTD
Account no: 918020008175957

IFTAS Confidential Page 2 | 6

© Copyright 2019, IFTAS. All rights reserved. This document is issued to the addressee subject to the condition that it is exclusively intended
to be used by the addressee. No part of this document may be reproduced, stored in a retrieval system, transmitted in any form or by any
means, electronic, mechanical, photocopying, recording, or otherwise, without the express written permission of IFTAS. Possession or use of
this document by any person or entity other than the addressee is not permitted and will elicit penal action. All trademarks mentioned
herein are the properties of their respective owners.



u Indian Financial Technology & Allied Services
I (A section 8 company registered under Companies Act, 2013 - CIN: U74900TG2015NPL097485)
| |

Address (Branch and City): Shop no-3 & 4, Paradise E wing, Raheja Vihar, Chandivali, Powai, Mumbai-
400072
IFSC Code: UTIBO003105

RFP document containing detailed specifications and requirements with terms and conditions can be
obtained by eligible Bidders till the stipulated last date, on payment of RFP cost in the form of NEFT
along with authorization letter on the company letter-head mentioning the following:

. Correct and complete Name of Bidder (Organization)

. Address of Bidder

. State Code

. GSTIN Number

. Amount

. Online Reference No.

. Contact Official

. Phone (Cell) Number of the contact official

. Email id of the contact official

O 00 N O U1 A WIN B

IFTAS will issue a Tax Invoice of Rs 20,000 (inclusive of GST) to the bidder after the receipt of the said
amount and the required information as above.

3 Due Diligence

The Bidders are expected to examine all instructions, terms and specifications stated in this RFP. The
Bid shall be deemed to have been submitted after careful study and examination of this RFP
document. The Bid should be precise, complete and in the prescribed format as per the requirement
of this RFP document. Failure to furnish all information or submission of a bid not responsive to this
RFP will be at the Bidders’ risk and may result in rejection of the bid. Also, the decision of IFTAS on
rejection of bid shall be final and binding on the bidder and grounds of rejection of Bid should not be
guestioned after the final declaration of the successful Bidder.

The Bidders are requested to carefully examine the RFP documents and the terms and conditions
specified and if there appears to be any ambiguity, contradictions, inconsistency, gap and/or
discrepancy in the RFP document, Bidder should seek necessary clarifications by e-mail as mentioned
in Section-5. Any query received after the last date for submission of pre-bid queries as given in
Section-5 will not be considered.

4 Ownership of this RFP
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The content of this RFP is a copy right material of IFTAS. No part or material of this RFP document
should be published in paper or electronic media without prior written permission from IFTAS.

5 BID Schedule and Address

No | Particulars Date
1 Reference Number IFT/NGSOC/201020
2 Date of commencement of sale of | 20" Oct 2020
bidding documents
3 Last date and time for sale of bidding | 27" Oct 2020
documents
4 Last date and time for receiving | 2™ Nov 2020
Bidder’s Pre-Bid clarifications in
writing.
5 Date and Time for Pre-Bid Meeting 4™ Nov 2020
6 Posting of clarifications 9™ Nov 2020
7 Last date of Submission of Technical | 16™ Nov 2020
bids
8 Last date of Submission of Commercial | 16™ Nov 2020
bids
9 Opening of Technical bids 16" Nov 2020
10 Technical Presentation To be communicated later
11 Opening of Commercial bids To be communicated later
12 Name & Address of communication Head - Procurement,
Indian Financial Technology and Allied Services
(IFTAS),
Unit No. 4, 3" floor, D Wing, ‘Times Square’- Tower
D, Andheri - Kurla Road, Marol, Andheri (East),
Mumbai - 400 059
13 Bid Related mail to RFP@iftas.in
14 Bid Cost INR 20,000 (Inclusive of GST)

6 Scope of work

The broad scope of work of the project includes Solution design, Supply of hardware and/or software
components, Individual Installation of the components, Integration of the components,
Implementation of the complete solution, Warranty, Maintenance and Operational Management of
products and services with respect of proposed Solution. Based on the comprehensive analysis, IFTAS
is looking for a solution that broadly covers the following:-
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U Appropriate NG-SOC solution with hardware and/or software suite that addresses IFTAS needs

stated in this document.
U Proposed NG-SOC Solution should have the below mentioned major technologies and related
services with deep learning, analytics, automation of routine SOC activities to improve threat

detection and response capabilities leveraging Al/ML.
2 Next Generation-Security Information and Event Management (NG-SIEM)

Implementation of features, Integration

User and Entity Behavior Analytics (UEBA)
Threat hunting functionality
Advanced Persistent Threat Protection

Network Behavior Anomaly Detection (NBAD)
Anti-phishing & Dark web monitoring services
SOC of SOCs

OO0 000 oveo

Security Orchestration, Automation and Response (SOAR)

Onsite FM services (L1, L2 & L3 to maintain 24x7 Operations) to manage the NGSOC

Creation of a complete solution that covers Gap analysis, Design, Architecture, Installation,
within the required environment, Maintenance &

Support etc. ensuring all components of the solution are adhered to the End of Life (EoL) and End

of Support (EoS) criteria.

Detailed scope of work and the technical specifications/requirements are mentioned in the RFP
document. RFP will be shared post sharing Signed NDA with IFTAS along with payment of Bid Cost.

7 Eligibility Criteria

Those bidders, who satisfy all the eligibility criteria as mentioned herein below, may only respond.

Documents in support of all eligibility criteria are required to be submitted along with the Technical
Bid. Offers received from the bidders who do not fulfill any of the following eligibility criteria are liable
to be rejected.

S.No Eligibility Criteria Documentation Required

1 Bidder must have registration under companies Act,| Attested copy of the Certificate of
1956, also registered with the Goods & Service Tax| Incorporation/Registration of the
authorities, and must have completed 3 years of| Bidder/RoC.
existence as on Bid calling date.

2 The Bidder should have a minimum annual turnover of | Audited financial statements of

at least Rs. 25 Crores in each of the last three financial
years.

the bidding entity indicating the
annual net worth and turnover
or
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The Bidder should have made positive net worth in| Statutory Auditor Certificate
each of the last three financial years.

3 The bidder should have at least 3 live customers in the| Proof of Client Certificate is to be
service of providing Security Operation Centre| Submitted.

(SOC)/Managed services, with at least one BFSI/PSU
customer. Bidder should have implemented at least one
project of similar size and type which is being offered to

IFTAS.
4 The bidder should have certified with ISO 27001:2013| Certification from Governing body
standards
3k 3k 3k K %k %k 3k k %k k End Of Document**********
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