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1 Introduction

1.1 Background

IFTAS, a wholly-owned subsidiary of Reserve Bank of India (RBI), invites competitive technical and
commercial proposals from reputed Internet Service Providers (ISP) with proven experience and track
record, for Setting up and Managing Nation-wide Secure Internet Connectivity at all RBI Data Center
(DC), Central Office Building (COB), Mumbai Regional Office (MRO) and other Regional Office (RO)
locations.

IFTAS, formed in 2015 as a Section-8, not-for-profit organization, was entrusted with the responsibility
of pioneering the use of technology in banking and offering cutting-edge services to financial sector in
India. Major technology initiatives from IFTAS include setting up of the Next generation INFINET
(INFINET 2.0) network, managing the nationwide communication backbone for the Central Payment
System, managing SFMS Central Payment System (Structured Financial Messaging System) and a host
of Cloud solutions from IBCC (Indian Banking Community Cloud).

The proposed Internet network is aimed to improve the availability, security and agility to RBI users, and
major and reliable Internet Service Providers in the country are requested to propose their resilient and
stable services which are feasible at all the required locations of RBI. The respondents shall
appropriately estimate and design the network, meeting the requirements mentioned in this document,
which shall guide the Internet Service Providers (ISPs) / Network Integrators in proposing an optimal
system.

2 Disclaimer

The information contained in this RFP or subsequently provided to applicants, whether verbally or in
documentary or any other form by or on behalf of IFTAS or any of their employees or advisers, is
provided to the applicants on the terms and conditions set out in this RFP and such other terms and
conditions subject to which such information is provided. This RFP is not an agreement and is neither
an offer by IFTAS to the prospective applicants or any other person. The purpose of this RFP is to provide
interested parties with information that may be useful to them in the formulation of their proposals
pursuant to this RFP. The assumptions, assessments, statements and information contained in this RFP,
may not be complete, accurate, adequate or correct. Each applicant should, therefore, conduct its own
investigations and analysis and should check the accuracy, adequacy, correctness, reliability and
completeness of the assumptions, assessments, and information contained in the RFP, and obtain
independent advice from appropriate sources. IFTAS also accepts no liability of any nature whether
resulting from negligence or otherwise however caused arising from reliance of any applicant upon the
statements contained in this RFP. The issue of this RFP does not imply that IFTAS is bound to select an
applicant or to appoint the selected applicant, as the case may be, and IFTAS reserves the right to reject
all or any of the proposals in part or in full, without assigning any reasons whatsoever.
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3 Terminology
Following terms are used in the document interchangeably. Meaning of the same is elaborated below:
No | Term Expansion / Description
1 ISP Internet Service Provider; the bidder who has the relevant
Governmental license and necessary experience to provide
services required as per this RFP.
2 NI Network Integrator; the bidder who participates in the RFP as a
complete solutions provider, across multiple networks as per the
scope outlined in this RFP.

3 Bidder Respondent to the RFP document. This may be the ISP for the
own network bid or Network Integrator for the overall bid.

4 Applicants/Participants ISPs or NIs who shall place their technical and commercial bid as
per the conditions of this RFP

5 Tender RFP response document prepared by the bidder and submitted
to IFTAS

6 DC RBI Data Centres at Belapur, Kharghar and Nagpur

7 coB RBI Central Office Building, Mumbai

8 MRO RBI Mumbai Regional Office, Mumbai

9 RO RBI Regional Offices other than the ones mentioned under point

5 and point 6 above.

© IFTAS 2019 - Confidential 5/48
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4 RFP Procedure

4.1 Errors and Omissions
Each bidder should notify IFTAS of any error, fault, omission, or discrepancy found in this RFP document
but not later than five business days prior to the due date for lodgement of Response to RFP.

4.2 Acceptance of Terms
A bidder will, by responding to the RFP, be deemed to have accepted the terms as stated in this RFP

document.

4.3 Important Dates

No | Particulars Date
1 Issuance of RFP document 28 March 2019
2 Last date for seeking clarifications on the RFP 01 April 2019
3 Pre-bid meeting 03 April 2019
4 IFTAS response to clarifications sought 05 April 2019
5 Last date of submission of Technical bids 11 April 2019
6 Last date of Submission of Commercial bids 11 April 2019
7 Opening of Technical bids 12 April 2019
8 | Opening of Commercial bids 14 April 2019
9 | Announcement of Award

4.4 Ownership of RFP
The content of this RFP is owned by IFTAS. No part or material of this RFP document should be published
or transmitted in paper or electronic media without prior written permission from IFTAS.

Neither the contract nor any rights granted under the contract may be sold, leased, assigned, or
otherwise transferred, in whole or in part, by the Vendor without advance written consent of IFTAS and
any such sale, lease, assignment or transfer otherwise made by the Vendor shall be void and of no effect.

4.5 Two-Stage Bidding Process

The response to the present RFP shall be submitted in two parts i.e., the technical bid and the
commercial bid. The bidder shall have to submit the ‘technical bid" and ‘commercial bid’ at the same
time. The ‘technical bid’ shall contain the exhaustive and comprehensive solution details (technical bid
format included as an Annexure), whereas the ‘commercial Bid’ shall contain the pricing information
(commercial bid format included as an Annexure). The technical bid shall not contain any pricing or
commercial information and in case of such commercial / pricing information being included by the
network integrator in the technical bid, the bid will be summarily rejected without any reason
whatsoever.

In the first stage, only the ‘technical bids’ shall be opened and evaluated. Those bidders satisfying the
technical requirements of the solution, as determined by IFTAS and as per the requirements /
specifications and the terms and conditions of this document, shall be short-listed.

In the second stage, the commercial bids of only those bidders that are short-listed earlier based on
evaluation of their technical bids, will be opened.

The technical and commercial bids may be submitted for fulfilling any the following roles / models:

a) Bandwidth Provider: ISP with complete responsibility of single solution as required in the
location and commercial specifications under Annexure-VII.

© IFTAS 2019 - Confidential 6/48
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b) Network Integrator: Network Integrator with complete technical, commercial, and integration
ownership of two/three service providers as required in the location and commercial
specifications under Annexure-VII.

The Scope of Work under each of the models mentioned above are detailed in subsequent sections of
this RFP. Participants may submit their bids either as Bandwidth Provider with single solution, or as
Network Integrator with complete integrated solution. Two separate bids may also be placed by the
same bidder, one as Bandwidth Provider and second as a Network Integrator.

For the purpose of simplicity, the remainder of this RFP specifies the requirements and responsibilities
from a bidder as Bandwidth Provider.

For the bidders participating as Network Integrator, all the sections of the RFP are fully applicable along
with sections highlighted as additional requirements for Network Integrator / NI.

IFTAS reserves the right to choose any of the models specified above, in part or in full, in its final
assessment of the technical and commercial solutions. IFTAS may also decide on a combination of
models, or none, as it deems fit.

4.6 Bidder Eligibility Criteria

The bidder must meet the following eligibility requirements. Non-compliant bids will not be technically
or financially evaluated.

a) The bidder shall provide evidence that it is a current legal entity permitted by laws of India to
provide all the technical, functional and operational scope of work detailed in this RFP.

b) The bidder must warrant that key project personnel to be employed in this project have been
sufficiently involved in similar past installations.

c) The bidder shall demonstrate its proven expertise and shall give site reference and, organize visits
to facilitate the same.

d) The bidder shall maintain all the necessary spare equipment required to provide the services
mentioned in this RFP, at its service centres close to RBI locations. The bidder shall share the list of
depots where spares are maintained.

e) The bidder should be able to arrange spares as per location criticality and other related equipment
to ensure high uptime as per SLA and they should provide complete details of their service set-ups.

f)  The previous three financial year’s audited Balance Sheet and Profit and Loss reports, emphasizing
the Internet Bandwidth business shall be provided.

g) The bidder must demonstrate that it has been engaged in the provision of similar services for other
large National / International Financial / Banking Institutions.

h) The bidder shall provide references (including Referee nhames and contact details) in respect of
major projects of similar type completed in the last five (5) years by the bidder in any large
organization and having its offices / branches across India.

i)  The bidder should have experience in designing and implementing Internet architecture, policy,
standards, procedures etc., for various large organizations in India.

j)  The bidder shall warrant that there is no legal action being taken / pending against it for any cause
in any legal jurisdiction. If such an action exists and the bidder shall provide all the necessary details
to ensure that it does not affect its ability to deliver the RFP requirements.

k) The bidder must organize the bid in accordance with the format specified in this RFP document.

I)  The cost of bidding and submission of RFP documents is entirely the responsibility of the bidder,
regardless of the conduct or outcome of the RFP process.
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m) The bidder shall work in close association with other service providers working for Internet solution,

n)

o)

p)

q)

and provide detailed documentary proof of collaboration, as required.

The bidder shall have professional service support MAF certification from the original equipment
manufacturer (format attached in the subsequent part of this RFP).

The bidder shall deploy EAI Level 4 certified network equipment for designing and configuring the
internet network. The principal company should certify the same.

The bidder shall have a multi-tiered architecture, both for Intra-city as well as Inter-city and offer
redundancy at all levels from PE-to-PE.

The bidder should have a large support network, with PAN India presence and shall have all Internet
PoP’s manned by either its own employees / authorized representatives. List of all such Internet
PoP’s (both existing as well as upcoming with the expected dates) along with the details like
physical addresses, contact numbers etc. should be provided.

The bidder shall provide a list of its Internet landing stations in India, with complete address,
contact numbers etc.

The bidder shall have large proven project execution capability and experience (documents
demonstrating capability of the bidder to execute large similar projects of corporate internet for
locations spread across India to be submitted).

The bidder shall submit periodic confirmatory reports that they are operating in line with DoT and
other Government regulations and possess certifications laid down by the regulator.

The products quoted by the bidder should have been in use preferably for more than 2 years and
should have been in use in minimum 2 large corporate installations, complete set of documents in
support of this should be submitted.

The bidder shall deploy network equipment cleared by security agencies of the Government of
India.

© IFTAS 2019 - Confidential 8/48
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5 General Guidelines

5.1 Implementation Dates
In the case of site/internet link decommissioning and bandwidth upgrade/reduction, the following
guidelines shall be followed.

a) Site(or) Link decommission:
Date reckoned shall be one week from the date of written notice for decommissioning.
b) Bandwidth up-gradation:

Date reckoned shall be from the date of the bandwidth upgradation and successful bandwidth testing
(with documentary proof of commissioning certificate/installation report). In case of unsuccessful
bandwidth testing, the date reckoned would be from the date of the next successful bandwidth testing.

¢) Bandwidth reduction:
Date reckoned shall be one week from the date of written notice for reduction

IFTAS at its discretion may add / modify / remove any of the requirement/s mentioned in the scope of
work at any time during the course of the contract.

5.2 Obligations of successful bidder

a) Incase the bidder is not able to deliver the complete solution with in timelines and/or operate the
solution as committed by the bidder in this bid, the bidder shall be liable to pay a sum of money
equal to the TCO amount to IFTAS. The bidder shall submit an undertaking to this effect as part of
the technical bid submission.

b) The bidder shall supply all necessary components, services and licenses to make solution complete,
and shall not be limited by the material requirements in this RFP.

c) The bidder is liable to supply, install and maintain any new location(s) which may come up in future
anywhere in the country under this RFP, within the contract period. The bidder shall clearly specify
warranty period and AMC for the remaining period of the contract period. The warranty/any
benefit from the OEM shall be passed on to IFTAS directly.

d) The successful bidder shall deploy their own network and computing resources for implementing,
managing and maintaining the system.

e) The successful bidder will always deploy trained and experienced engineers to provide service at
the required location(s) for implementation, maintenance and support activities. The names,
contact address and phone nos. of these personnel will be advised in writing to IFTAS.

f)  Change and configuration management should be carried out by the successful bidder as per IFTAS
requirements.

g) Whenever any new threats / vulnerabilities become public, successful bidder shall bring this to the
notice of IFTAS immediately and help/guide IFTAS in plugging the same. Once the call has been
attended, successful bidder shall put their maximum efforts and deploy their best resources to
resolve all issues at the earliest possible time frame at all locations and ensure appropriate uptime.

h)  Successful bidder shall be responsible for any act of its employees, staff, contractors or consultants
that may result in security breach in respect the network.

i)  The successful bidder shall ensure that during implementation of internet connectivity, the critical
services hosted at RBI or IFTAS shall not face any downtime due to security breach, security
incident, improper configuration of security units/ appliances/ components.

© IFTAS 2019 - Confidential 9/48
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j)  The successful shall be liable for a penalty of Rupees 20 Lakhs for metro locations and 15 Lakhs for
non-metro locations, for non-delivery of service at a location after receiving PO.

5.3 User Acceptance Tests and Criteria for completion

a) The successful bidder shall demonstrate the capabilities and perform complete testing of internet
bandwidth applications at each site/location mentioned in the RFP.

b) The UAT format shall be communicated by IFTAS.

c) UAT acceptance signoffs from IFTAS will be considered as completion of UAT.

5.4 Internet link acceptance test requirements
a) Demonstrate full and clear bandwidth throughput.
b) Demonstrate speed and access to required sites consistently.

c) Setup remote management NOC and generate sample-simulated reports. IFTAS will physically
inspect the remote NOC and personnel managing it before approval.

d) Demonstrate volumetric attacks at RBI DCs, COB and MRO during the UAT.

5.5 Instructions to bidders
5.5.1 Bid Submission

The response to the present RFP will be submitted in two parts, the technical bid and the commercial
bid. The technical bid shall cover the solution in detail and technical requirements, specified in the
Annexure. The commercial bid shall be as per the format for the commercial bid, specified in the
Annexure. Both the bids shall be sealed and submitted separately. The technical and commercial bids
shall be submitted in separate sealed envelopes clearly super-scribing on the envelope “ISP Technical
bid for setting up Internet Bandwidth and associated services - RFP No. IFT/INT/RBIRO-190325-1"and
“ISP commercial bid for setting up internet bandwidth and associated services- RFP No. IFT/INT/RBIRO-
190325-1".

Bidders participating as Network Integrator, shall submit technical and commercial bids in sealed
envelopes clearly super-scribing on the envelope “NI Technical bid for setting up Internet Bandwidth
and associated services - RFP No. IFT/INT/RBIRO-190325-1"” and “NI commercial bid for setting up
internet bandwidth and associated services - RFP No. IFT/INT/RBIRO-190325-1".

All bids shall be sealed and sent by registered post or hand delivered to the following address, so as to
reach IFTAS on or before the dates as given in the time table section of this RFP:

Head - Procurement,

Indian Financial Technology and Allied Services (IFTAS),

Unit No. 201, B2 Building, Kanakia Boomerang, Chandivali Farm Road,
Chandivali, Andheri (East), Mumbai- 400072, India.

Authorized representative of the bidder may be present at the time of the opening of the technical and
commercial bids. Only one person per bidder will be allowed to be present at the time of opening the
bids.
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5.5.2 Eligible Goods

The bidder is required to demonstrate its technical capabilities and regulatory approvals to provide
Internet solution along with the response to this RFP. Wherever contractual arrangements are
necessary, it will be the sole responsibility of the bidder to make all necessary contractual arrangements
across all components of the solution.

All equipment and services to be supplied in response to this RFP and under the resultant contract must
be eligible for import to India as per existing Indian government regulations. It shall also be eligible for
export to India for use as per the contract, under the existing regulations of the country(s) of origin. The
bidder is responsible for obtaining all necessary legal and regulatory clearances and permits for use of
the equipment, internet bandwidth, DDOS and any other components supplied by the bidder as per
contract, during the tenure of the contract.

5.5.3 Bidding

Bidders shall be permitted to lodge only a maximum of one bid under each category i.e., One bid as an
ISP and one bid as a Network Integrator. In the event of multiple bids by a bidder under the same
category, IFTAS reserves the right to disqualify the bidder.

Each bid should be numbered serially, initialled and date highlighted on the first page. Each page of
every bid should also be numbered serially and initialled.

The cost of bidding and submission of the bids is entirely the responsibility of the bidder, regardless of
the conduct or outcome of the tendering process.

5.5.4 Site Visits
Site visits may be sought at the discretion of the IFTAS. The bidders shall provide, in addition to customer
sites, an invitation to IFTAS to visit the bidders own development site.

5.5.5 Clarification on the Tender Documents

a) Written requests for clarification should be submitted to the IFTAS through email / letter and the
same should reach IFTAS on or before the dates as given in the time table section of this RFP.

b) Separate forms should be used for multiple clarification requests.
c) The pre-bid meeting will be held at IFTAS as given in the time table section of this RFP.

d) Both questions and responses will be circulated to all prospective bidders i.e., those that have
obtained the tender document, as given in the time table section of this RFP.

e) No queries will be entertained after the pre-bid meeting.

f)  Bidders must acquaint themselves fully with the conditions of the tender. No plea of insufficient
information will be entertained at any time.

5.5.6 Language of Bids
All bids and supporting documentation shall be submitted in English.
5.5.7 Documents comprising the bid

All bidders shall submit the RFP response duly completed with all the required details. Wherever formats
have been specified, the bidder shall submit the response in such format only. Any deviation from the
format shall entail disqualification of the bid and IFTAS reserves the final right in this matter.

5.5.8 Bid currency

All costs and charges, related to the bid, shall be expressed in Indian Rupees only (INR).
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5.5.9 Period of bid validity
The bids shall be valid for a period of 3 months from the closing date of the submission of the bid.
5.5.10 Format and signing of bid

a) The original and all copies of the bids shall be typed or printed in a clear typeface. Copies may be
good quality photocopies of the original. An accompanying letter is required, to be signed by an
authorized signatory of the bidder, committing the bidder to the contents of the original response.

b) Each tender shall be made in the legal name of the bidder and shall be signed by the authorized
legal representative or a person duly authorized to sign on behalf of the bidder.

c) The bidder’s signature on the bid or the accompanying letter shall be deemed to imply unqualified
acceptance of all the terms and conditions specified in this Request for Proposal.

d) The bidder is requested to submit a version of their technical and commercial responses on
separate USB pen drives. The USB pen drives should be individually sealed within the respective
technical and commercial bid envelopes.

e) IFTAS reserves the right to terminate the process of the tender at any stage, without assigning any
reasons and no liability shall rest with IFTAS or IFTAS officials for doing so.

5.5.11 Opening of Bids
a) Bids shall be accepted till 3:00 PM on the date given in the time table mentioned in this RFP.
b) No bids will be accepted after the above deadline.

c) Allbidders shall be invited to attend the opening of the technical bids and the date will be intimated
to the bidders.

d) No bid shall be rejected at bid opening, except for late bids.
5.5.12 Correction of errors
a) Arithmetic errors in bids will be corrected as follows:

b) Where there is a discrepancy between the amounts in figures and in words, the amount in words
shall be reckoned; and where there is a discrepancy between the unit rate and the line item total
resulting from multiplying the unit rate by the quantity, the unit rate will govern unless, in the
opinion of the IFTAS, there is obviously a gross error such as a misplacement of a decimal point, in
which case the line item total will govern.

c¢) Where there is a discrepancy between the amounts mentioned in the bid and the line item total
present in the Bill of Material (BoM), the amount obtained on totalling the line items in the BoM
will govern.

d) The amount stated in the bid form, adjusted in accordance with the above procedure, shall be
considered as binding, unless it causes the overall tender price to rise, in which case the bid price
shall govern.

5.5.13 Evaluation and comparison of bids

Only bids from bidders meeting the eligibility criteria and which are complete and responsive will
proceed to the stage of being fully evaluated and compared. The evaluation criteria shall be based on
the requirements, stated in this RFP document.

5.5.14 Domestic Presence of Bidders

The bidder shall have nation-wide, multi-location presence for implementation and for providing
support services in terms of the contract.
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5.5.15 Acceptance or rejection of bid

IFTAS reserves the right not to accept any bid, or to accept or reject a particular bid at its sole discretion
without assigning any reason whatsoever.

5.5.16 Notification of award

The acceptance of a bid, subject to contract, will be communicated in writing at the address or email id
supplied by the bidder in the tender response. Any change of address of the bidder, shall therefore be
promptly notified to

Head - Procurement,

Indian Financial Technology and Allied Services (IFTAS),

Unit No. 201, B2 Building, Kanakia Boomerang,

Chandivali Farm Road, Chandivali, Andheri (East), Mumbai- 400072, India.
An email to this effect shall also be sent to rfp@iftas.in.

5.5.17 Signing of Contract

a) The successful bidder shall be required to enter into a contract with IFTAS, within thirty (30) days
of the award of the tender or within such extended period, as may be specified by IFTAS.

b) The successful bidder shall initiate and complete the implementation of the internet solution based
on the RFP document, upon receipt of letter of intent or such other document/s indicating the
acceptance of the bid.

5.5.18 Performance Bank Guarantee

a) The bidder shall at its own expense deposit with IFTAS within thirty (30) working days of the date
of notice of award of the tender, a Performance Bank Guarantee from a scheduled commercial
bank, payable on demand in terms of Annexure-1 Form “A”, for an amount equivalent to ten
percent (10%) of the contract price for the due performance and fulfilment of the contract.

b) Performance Bank Guarantee may be discharged by IFTAS upon being satisfied that there has been
due performance of the obligations of the successful bidder under the contract. Performance Bank
Guarantee shall be valid till the end of the contracted period.

c) Failure of the successful bidder to comply with the above requirement, or failure of the successful
bidder to enter into a contract within 30 days or within such extended period, as may be specified
by the IFTAS shall constitute sufficient grounds, among others, if any, for the annulment of the
award of the tender.

5.5.19 Governing Law and Disputes

The bids and any contract resulting there from shall be governed by and construed according to the
Laws of India.

All disputes or differences whatsoever arising between the parties (i.e., IFTAS and the successful bidder)
out of or in relation to the construction, meaning and operation or effect of this RFP Document or breach
thereof, shall be settled amicably. If, however, the parties, as above, are not able to resolve them
amicably, the same shall be settled by arbitration in accordance with the applicable Laws of India, and
the award made in pursuance thereof shall be binding on the parties, as above. The
Arbitrator/Arbitrators shall give a reasoned award.

The successful bidder shall continue work under the contract during the arbitration proceedings unless
otherwise directed in writing by IFTAS or unless the matter is such that the work cannot possibly be
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continued until the decision of the arbitrator or of the umpire, as the case may be, is obtained. The
arbitration shall be in English and the venue of the arbitration shall be Mumbai, India.

5.5.20 Content and Form of Responses

In order to facilitate evaluation and comparison of tender responses, the bidder shall strictly submit
their response in the specified format. A failure to do so may result in the tender being eliminated at
the examination stage as unresponsive.

Should the bidder have additional information to submit that cannot be encompassed by the current
table of contents, additional sections may be added separately. If any use of this option is made in
method that is unwarranted in the opinion of the IFTAS, it will be regarded unfavourably.

5.5.21 Payment Terms and Conditions

The following are the payment terms and conditions applicable between IFTAS and the selected bidder
upon signing the contract:

a) IFTAS shall pay the contracted amount on quarterly basis in arrears, after deducting the penalty
amount and on successful discharge of service by the contract awardee.

b) All payments will be released based on submission of invoices along with necessary SLA
evidence/reports of rendering of service as required.

c¢) The awardee is required to quote GST No. on the invoice submitted for the payment.

d) If for two consecutive quarters the uptime is found to go below 98% for RBI DCs, COB, MRO; and
95% for RBI DC’s, IFTAS reserves the right to discontinue the services availed at the locations with
such service deficiencies, by giving one-month notice. IFTAS also reserves the right to change the
service provider completely for all locations.
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6 RFP Response

6.1 Technical Bid
The technical bid should follow the order and format provided in Annexure-IlI.

Technical deviations statement should be as provided in Annexure-IIl.

6.2 Commercial Bid

The commercial bid shall be submitted strictly as per Annexure-V for ISP bids and Annexure-VI for
Network Integrator bids, in separate sealed envelopes. It shall be submitted in clear printed form, and
handwritten bids will be disqualified. The calculation of L1 in the commercial section shall be done by
calculating the total cost of ownership (TCO) per year which shall remain constant for a period of three
years.

The bidder is required to submit a copy of the technical bid highlighting the features to be supplied along
with the commercial bid.

IFTAS reserves the right to continue with the same arrangement with the bidder after completion of 3
years, subject to satisfactory performance and downward revision of prices as required by IFTAS. The
decision of continuance is entirely upon the discretion of IFTAS.

IFTAS may change the number of locations or number of links per location as per its requirement.

No | Location No of Locations | Details

1 RBI DCs 3 locations Dual ring protected last miles from separate
providers terminating at different POPs of the
bidder are required per link

2 COB and MRO locations 2 locations Dual ring protected last miles from separate
providers terminating at different POPs of the
bidder are required per link

3 RBI ROs 37 locations Single ring protected last mile required
RBI DCs, COB and MRO 5 Cloud 2GB Cloud DDOS
6.3 Costs

Schedule of tendered prices:

A copy of the schedule of tendered prices in the RFP document duly completed and signed by the
bidder’s authorized representative shall be included.

All the prices have to be quoted item-wise. The prices should mention the cost as well as the tax and
duty components, if any. “All taxes” means GST, duties, charges, applicable levies and Octroi shall be
borne by the bidder. Once the prices have been tendered to IFTAS, no change / modification will be
entertained for any cause whatsoever (including changes in regulation, tax, GST and duty structure, etc.)
The prices once provided by the bidder will be valid for the entire period of validity of the bid as defined
in the present document and only downward revisions for the same scope shall be permitted.

Any revision in the rates of taxes, duties, charges and levies at a later date and during the tenure of the
bid will be borne as under:

a) If benefits realized by the bidder due to lower rates of taxes, surcharges or levies, then the
bidder shall pass on such benefits to the IFTAS.

b) Any increase in rates of taxes, duties, charges and levies will be borne by the bidder.
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6.4 Notes on the Schedule of Tendered Prices

Any notes or comments that the bidder wishes to make related to the schedule of tendered prices, shall
be made in a separate document without altering the formats of the commercials. The bidder should
note that a fixed price is required to be quoted and that anything that seeks to limit or qualify such a
fixed price is likely to be regarded unfavourably.
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7 Broad terms and conditions of the contract

The following are the general terms and conditions to be included in the contract. However, the terms
and conditions are not conclusive, and IFTAS reserves the right to add, delete, modify or alter all or any
of these terms and conditions in any manner, as deemed necessary.

IFTAS reserves the right to modify configuration and quantities based on the requirements. The bidder
may note that the actual order placed may be in variance with the quantities mentioned in the
commercial bill and that quantities mentioned in the commercial bill are standardization for the purpose
of deciding the successful bidder.

The successful bidder will have to enter into a purchase agreement directly with IFTAS for supply,
implement and maintenance of internet connectivity and DDoS services at the given locations. The
purchase agreement will contain various terms and conditions relating to payment, delivery,
installation, operationalization, training, commissioning, acceptance, support during period of
maintenance, penalty due to delay in performance etc. All the specifications and other related literature
& information, provided by the bidder and agreed to by IFTAS, will also form a part of the purchase
agreement.

Bill of material containing item-wise details in respect of supply, implementation and maintenance of
Internet connectivity for IFTAS offered by the bidder, must be furnished along with the prices thereof,
as per the terms and conditions contained in this document. The bidder will undertake to ensure that
the prices are reasonable and in the range of prices for similar / same services available in the market.
If any irregularity is detected anytime in respect of the above, the IFTAS will have the right to take
appropriate action against the bidder, as deemed fit by IFTAS.

7.1 Standards

The equipment supplied under the contract shall conform to the standards mentioned in the technical
specifications, and additionally approved by IFTAS, if any. Where no applicable standard is mentioned,
the equipments shall be supplied under the authoritative and appropriate international standards of
the equipments and such standards shall be the latest issued by the concerned institution/s.

7.2 Arbitration

All disputes and differences of any kind, whatsoever, arising out of the supply of the total solution, in
respect of delivery, installation, support/services, commissioning, acceptance, maintenance etc. shall
be referred by either party (IFTAS or the bidder), after issuance of 30 days notice in writing to the other,
clearly mentioning the nature of the dispute / differences, to a single arbitrator, acceptable to both the
parties, for initiation of arbitration proceedings and settlement of the dispute and difference strictly
under the terms and conditions of the purchase contract, executed between IFTAS and the bidder. In
case, the decision of the sole arbitrator is not acceptable to either party, the disputes / differences shall
be referred to joint arbitrators, one arbitrator to be nominated by each party and the arbitrators shall
also appoint a presiding arbitrator before the commencement of the arbitration proceedings. The
arbitration shall be governed by the provisions of the applicable Indian laws. The award shall be final
and binding on both the parties and shall apply to the purchase contract.

The language of arbitration shall be English and the venue for arbitration shall be Mumbai, India.

7.3 Applicable Law

The contract shall be governed and interpreted in accordance with the Laws of India.

7.4 Notices

Any notice given by one party to the other pursuant to the contract shall be sent to the other party (as
per the address mentioned in the contract) in writing either by hand delivery or by registered post or by
courier and shall be deemed to be complete only on obtaining acknowledgement thereof; or by other
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electronic media and in which case, the notice will be complete only on confirmation of receipt by the
receiver.
A notice shall be effective when delivered or on the notice’s effective date, whichever is later.

7.5 Use of Contract Documents and Information

The bidder shall not, without prior written consent from IFTAS, disclose the contract or any provision
thereof, or any specification or information furnished by or on behalf of IFTAS in connection therewith,
to any person other than a person employed by the bidder in the performance of the contract.
Disclosure to any such employed person shall be made in confidence against non-disclosure agreements
completed prior to disclosure and disclosure shall extend only so far, as may be necessary for the
purposes of such performance.

Any document, other than the contract itself, shall remain the property of IFTAS and all copies thereof
shall be returned to IFTAS on termination of the contract.

The bidder shall not, without IFTAS’s prior written consent, make use of any document or information
except for the purposes of performing the contract.

The provisions of clause 7.6 shall survive termination / expiry of the contract for a period of one year
thereafter, and shall not apply to information which:

a) Now or hereafter enters the public domain through no fault of that party.

b) Can be proven to have been in possession of that party at the time of disclosure and which was
not previously obtained, directly or indirectly, from the other party hereto; or

c) Otherwise lawfully becomes available to that party from a third party under no obligation of
confidentiality.

7.6 Indemnification

The bidder shall, at its own cost and expenses, defend and indemnify IFTAS against all third-party claims
including those of the infringement of Intellectual Property Rights, including patent, trademark,
copyright, trade secret or industrial design rights, arising from use of the products or any part thereof.

The bidder shall expeditiously meet any such claims and shall have full rights to defend itself there from.
If IFTAS is required to pay compensation to a third party resulting from such infringement, the bidder
shall be fully responsible therefore, including all expenses and court and legal fees.

IFTAS will give notice to the bidder on any such claim and shall provide reasonable assistance to the
bidder in disposing of the claim.

The bidder shall also be liable to indemnify IFTAS, at its own cost and expenses, against all
losses/damages, which IFTAS may suffer on account of violation by the bidder of any or all
national/international trade laws, norms, standards, procedures, etc.

7.7 Prices

The price charged by the bidder for providing the solution and services performed under the total
solution shall not vary from the contracted prices.

No adjustment of the contract price shall be made on account of variation of costs of labour and
materials or any other cost component affecting the total cost in fulfilling the obligations under the
contract. The contract price shall be the only payment, payable by IFTAS to the bidder for completion
of the contractual obligations by the bidder under the contract, subject to the terms of payment
specified in the contract.

The price offered shall be inclusive of all GST, duties, and charges and levies as applicable.
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The prices, once offered, must not be subject to escalation for any reason within the period of validity.
The entire benefits/advantages, arising out of a fall in prices, GST, duties or any other reason, must be
passed on to IFTAS.

7.8 Taxes and Duties

The bidder shall be entirely responsible for all GST, stamp duties, license fees, and other such levies
imposed within and outside India.

7.9 Delays in Network Integrator’s Performance

The bidder must strictly adhere to the implementation schedule, for performance of the obligations,
arising out of the purchase contract and any delay in completion of the obligations by the bidder will
enable the IFTAS to resort to any or all of the following:

a) Claim liquidated damages
b) Termination of the purchase agreement fully or partly and claim liquidated damages.
c) Recover the sum of the money equal to TCO amount of RFP from the bidder.

The liquidated damages is an estimate of the loss or damage that IFTAS may have suffered due to delay
in performance or non-performance of any or all the obligations (under the terms and conditions of the
purchase contract relating to supply, delivery, installation, operationalization, implementation,
support/services, acceptance, maintenance, etc., by the bidder, and the bidder shall be liable to pay
IFTAS a fixed amount for each day of delay / non-performance of the obligations by way of liquidated
damages, details of which will be specified in the purchase contract. Without any prejudice to the
IFTAS’s other rights under the law, IFTAS shall recover the liquidated damages, if any, accruing to IFTAS,
as above, from any amount payable to the bidder either as per the purchase contract, executed between
the parties or under any other purchase agreement / contract, IFTAS may have executed / shall be
executing with the Service Provider.

7.10 Force Majeure

The bidder or IFTAS shall not be responsible for delays or non-performance of any or all contractual
obligations, caused by war, revolution, insurrection, civil commotion, riots, mobilizations, strikes,
blockade, acts of God, plague or other epidemics, fire, flood, acts of government or public enemy or any
other event beyond the control of either party, which directly, materially and adversely affect the
performance of any or all such contractual obligations.

If a Force Majeure situation arises, the bidder shall promptly notify IFTAS in writing of such conditions
and any change thereof. Unless otherwise directed by IFTAS in writing, the bidder shall continue to
perform its obligations under the contract as far as possible, and shall seek all means for performance
of all other obligations, not prevented by the Force Majeure event.
7.11 Documents
a) The bidder shall arrange for and provide the following documents:

(i) Bidder’s invoice(s) indicating the goods description quantity, unit rent and total rent.

(i)  Manufacturer’s/bidder’s guarantee certificate

(iii)  Bidder’s factory inspection report

(iv)  Insurance certificate

(v)  Certificate of origin
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(vi) Bidder’s invoice indicating costs of services
(vii)  IFTAS’s acceptance certificate.

b) For goods supplied and services rendered, five (5) clearly legible copies of the documents indicated
shall be provided by the bidder to IFTAS.

7.12 Ancillary Services

The bidder shall provide the necessary services for the supply, delivery at final destination, installation
and putting into satisfactory operation of the goods.

7.13 Insurance

The bidder shall fully insure each and all the equipment against all risks including terrorism, riots and
civil commotion, up to the point of acceptance with an insurance company/corporation, acceptable to
IFTAS and the insurance shall be on amount equal to One Hundred and Ten percent (110%) of the total
contract price. The insurable rights shall be unambiguously recorded in the insurance document/s.

7.14 Inspections and Acceptance Tests

a) The successful bidder shall provide a draft final project plan to IFTAS within 7 days of receipt of
purchase order. The draft final project plan shall show the tasks required to be undertaken to
complete the supply of the equipment to IFTAS in a timely manner including the acceptance testing.
The draft final project plan shall become the final project plan only when it has been accepted by
IFTAS.

b) The bidder shall draw up a proposed acceptance test plan for review by IFTAS, within 7 days from
the date of purchase order.

c¢) The acceptance test plan required as explained in earlier sections, shall identify the tests that the
bidder proposes to conduct to demonstrate to IFTAS that the services are performed as required
by the contract specifications as well as specifying the criteria by which such tests should be judged
to be successful. IFTAS shall review the acceptance test plan and shall identify to the bidder in
writing within 7 days, the areas in which IFTAS considers the acceptance test plan to be deficient.
The bidder shall rectify deficiencies in the acceptance test plan and shall resubmit it to IFTAS within
2 days.

d) At least 7 days prior to the planned date of acceptance testing as shown in the project plan the
bidder shall supply to IFTAS a further copy of the acceptance test plan, updated to show in detail
the test scripts proposed by the bidder for the tests identified in the acceptance test plan. IFTAS
shall review the updated acceptance test plan and shall identify to the bidder in writing within 3
days the areas in which IFTAS considers the updated acceptance test plan to be deficient. The
bidder shall rectify deficiencies in the updated acceptance test plan and shall resubmit it to IFTAS
within 2 days.

e) IFTAS shall conduct the acceptance tests with the full co-operation of the bidder and shall advise
the bidder promptly in writing of any failure of the equipment to comply with the contract
specifications. On receipt of such advice, the bidder shall advise IFTAS in writing of its proposals for
the rectification of such failure within 2 working days. Rectification of failures shall be at the service
provider's cost only, and shall be carried out within the next 3 working days.

f)  Acceptance by IFTAS of the total solution shall occur when all acceptance tests have been
conducted sequentially and no failure of the security service to comply with the contract
specifications has been found. At this time, a certificate shall be issued by IFTAS, that the correct
work has been completed to the entire satisfaction of the IFTAS.
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g) Nothing present in the clauses of this RFP shall in any way release the bidder from any other
obligations under this contract or limit the IFTAS’s ability to seek other remedies as specified in the
contract.

7.15 Bidder’s Obligations

The following form illustrative obligations of the Service Provider. These are not exhaustive.

a) The bidder will abide by the job safety, insurance, customs and immigration measures prevalent
and laws in force in India, and will indemnify IFTAS against all demands or responsibilities arising
from accidents or loss of life. The bidder will pay all indemnities arising from such incidents and will
not hold IFTAS responsible or obligated.

b) The bidder is responsible for, and obligated to conduct all contracted activities with due care and
diligence, in accordance with the contract and using state-of-the-art methods and economic
principles, and exercising all reasonable means to achieve the performance specified in the
Contract.

c) The bidder is obliged to work closely with IFTAS’s staff, act within its own authority, and abide by
directives issued by IFTAS that are consistent with the terms of the contract. The bidder is
responsible for managing the activities of its personnel and any sub-contracted personnel, and will
hold itself responsible for any misdemeanours.

d) The bidder shall appoint an experienced representative to manage its performance of the contract
within 30 days from contract signature. The representative shall be authorized to accept orders
and notices on behalf of the Service Provider, and to generate notices and commit the bidder to
specific courses of action within the scope of the contract. The representative may be replaced
only with the prior written consent of IFTAS. The bidder shall be solely responsible for the
performance of the contract to the satisfaction of the IFTAS.

7.16 Contract Amendments

Any change made in any clause of the contract which shall modify the purview of the contract within
the validity and currency of the contract shall be deemed as an Amendment. Such an amendment can
and will be made and be deemed legal only when the parties to the contract provide their written
consent about the amendment, subsequent to which the amendment is duly signed by the parties and
shall be construed as a part of the contract. The details of the procedure for amendment shall be as
specified in the contract.

7.17 Transition Support

During the project execution till acceptance test to be conducted on the project, the bidder for
performance of the contract shall deploy two expert personnel at IFTAS location (Mumbai or Hyderabad
as required by IFTAS) on a full time basis, in addition to such other personnel as at the site. These
personnel will be responsible for all project execution supports, necessary to complete the acceptance
test on the project.
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8 Scope of work

8.1 Proposed architecture
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Details of work to be performed for the engagement but not limited to, are as follows:

a) The bidder shall provision internet links with the bandwidth as specified in Annexure-VII, at RBI
DC, COB and MRO locations with dual last miles from different telecom companies/ISPs. The
last miles should be on different ring paths with complete protection and auto-restoration
features. Necessary last mile design documents shall be submitted with field representation

diagrams of POPs, fiber routes and terminating locations, by the bidder.

b) The bidder shall provision Internet links at RBI RO (Regional Office) locations with ring protected
and highly resilient fiber last miles. Any temporary deviation on the fiber last mile requirement
shall be made only after written approval from IFTAS. Such deviation, if required, shall be
requested to IFTAS in writing, with complete technical details and compensating controls of the
alternate solution proposed, and the duration for which such deviation may be considered.
IFTAS reserves the right to accept / partially accept / accept with additional technical or
commercial conditions / or summarily reject such requests. Total number of RBI RO locations
to be covered in the response to this RFP along with their addresses, bandwidth requirements

are detailed in Annexure-VII.

c) The proposed solution shall be built on the ISP/s fully meshed, “carrier-agnostic”, IPv6-ready,
state-of-the-art tier-1 network backbone, which comprises of multiple high-capacity circuits.
The proposed network would connect RBI sites on a highly redundant, secure, scalable links via

multiple last-mile circuits comprising of fibre & metro ethernet circuits.

d) Each ISP shall have direct peering arrangements with major local and global ISPs. The list of
major local and global peering arrangements shall be submitted as a part of this RFP. Each ISP
shall also have sufficient direct bandwidth arrangements with NIXI (National Internet Exchange

of India) and other regional and global exchanges like SGIX (Singapore Internet Exchange).

e) ISPs shall provide their own IPV4 address space.
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f) At Datacentre, COB and MRO locations, each ISP link shall be configured with the ISP’s own /31
IP pool as WAN IP and own /24 IP pool as LAN IP. There shall be no separate costs indicated for
this requirement, and it is taken as a part of the technical deliverables.

g) AtRO locations, each ISP link shall be configured with the ISP’s own /31 IP pool as WAN IP and
own /28 IP pool as LAN IP

h) The Internet link at each location shall be used for browsing, WiFi services and/or other
application access requirements as required by IFTAS. The ISP may be required to suitably design
their solution to meet the end point user requirements.

i) Internet links shall be premium, uncontended (Contention ratio 1:1) and the bandwidth
availability shall be as per the annexure-1 at all times. All handoffs from the service provider to
CE router shall be over Ethernet.

j) The bidder shall deliver Cisco routers (make and model of 4k series or above) at all locations
k) Each ISP should have their own cloud DDoS solution with own scrubbing centres in India.

I)  The ISP should be able to provide connectivity to direct transit services in Europe, APAC and
United states and Middle east.

m) The bidder shall provision 2 GB pooled cloud DDoS at three RBI data centres, COB and MRO
locations per ISP.

n) The DDoS solution must be able to detect and mitigate all types of DDoS attacks and other
emerging network attacks. The solution must be able to protect all internet protocols including
http, https, dns, smtp, ftp, ipsec etc.

o) The DDoS solution must be able to detect and mitigate DDoS attacks against applications,
website, webforms, email, file transfer, or DNS services and all other types of emerging denial
of service attacks.

p) The end user response time shall not be significantly impacted during the attack events where
the bidder is mitigating the attacks.

g) In-depth reporting and online user portal including usage, attacks, and protection must be made
available. Prompt and immediate reporting shall be made to IFTAS on all DDoS related events.

r) The bidder shall undertake regular testing and baselining of DDoS services as per the inputs
provided by IFTAS. The validation of DDoS services shall be performed at-least one every
quarter.

s) The DDoS solution is expected to detect and resolve different types of attacks including the type
of DDoS attacks listed below. It is also expected to detect and resolve any other type of DDoS
attacks including new, unknown or rare types of attacks.

a. * TCPSYN Flood

b. e Spoofed TCP-SYN flood

c. * SYN/ACK Reflection Flood
d. e TCP ACK flood

e. ¢ Smurf attack

f. e Ping flood
g. e Ping of death
h. e ICMP Echo request flood
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t)

x)

8.2

a)

b)
c)

d)

e)

i. e Teardrop attack

j. ® Low rate denial of service attack

k. e Mydoom
|. e UDP Flood
m. ¢ Nuke

n. e HTTP/HTTPS flood attack
0. ¢ DNS amplification attack
p. e IPfragmented attack etc.
g. And any other type of DDOS attacks.

The bidder should use past traffic pattern to differentiate between legitimate and malicious
traffic. Legitimate users should not get affected during attack mitigation. False positives and
false negative situations must be reviewed continuously and refined for optimum performance.

The DDoS solution proposed by the bidder should learn and adapt to changes in RBI’s traffic
profile and the solution should identify attacks based on intelligent traffic profile instead of
static data profile.

The bidder should have the ability to block traffic from known or suspected geographies.

The bidder shall ensure that the DDoS solution is fully redundant, diverse and in HA mode, with
no single point of failure. In case of any failure, the infrastructure shall failover to alternate path
or redundant paths and resume automatically without any disruption to the solution.

The DDoS services shall be provided round the clock with 24*7*365 access and technical
support availability.
Internet IPv6 Schema

The bidder shall comprehensively design internet IP schema using IPv4 and IPv6 Address format
for all RBIs based locations.

The IP Schema shall be simple and scalable to address future requirements also.

The entire internet setup shall be operational using IPv4 from the day of implementation of
internet connectivity and migrate to IPv6 when decided by IFTAS.

The proposed solution should be IPv6 ready and shall be migrated to IPv6 as required with
minimal configuration changes without additional cost.

The bidder shall clearly specify timelines and Plan for migration from IPV4 to IPV6 without
additional cost.

8.3 Technical Requirements

8.3.1

a)

b)

Delivery of Last Mile and CPE

The bidder shall supply, install, configure and maintain internet network devices, and provision
internet connectivity at the locations detailed under Annexure-VIl of this RFP, to access secure,
clean, reliable and smooth internet.

The bidder shall provision internet links at RBI DC, COB and MRO locations with dual last miles
from different telecom companies/ISPs landing onto different POPs of the bidder. The last miles
should be on different ring paths with complete protection and auto-restoration features. At all
other RBI ROs, each ISP shall provide highly stable ring protected fiber network
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c)

d)

e)

f)

g)

h)

j)

k)

The last mile connectivity shall be through redundant fiber ring network with adequate
protection and backup to ensure highest uptimes.

At DCs, COB and MRO locations, the bidder shall deploy separate customer premise equipment
(CPE) per link, to support 1 Gb Ethernet by default at port level and overall throughput shall be
suitably proposed.

Separate CPEs shall be deployed at all RBI locations for the purpose of Internet services. All CPEs
deployed at RBI locations for providing internet services shall be managed and maintained by
the bidder.

All minor components like cables etc., should be supplied by the bidder and shall integrate
internet connectivity with RBI DC/COB/MRO/RO LAN (L2/L3 switch).

The bidder should deliver the end to end internet solution including internet leased lines,
equipment, DDOS and any other components involved in the delivery of the proposed solution
within 6 to 7 weeks from the date of purchase order.

Protocol integration, configuration, router integration and LAN integration must be done by and
subsequently managed by the bidder.

The proposed bill of material shall be insured from all risks and shall be under AMC by the bidder
during the contract period.

All devices shall be procured with latest OS, security and stability versions for this project.
Suitable evidence has to be furnished to demonstrate purchase of new devices. The bidder shall
be responsible to provide the latest, relevant and tested upgrades on all devices used for
providing services under this RFP.

Additional IP pools beyond the initial requirement shall be provided by the bidder as required
by IFTAS during the tenure of the contract. The bidder may add a separate table for additional
/24 to /30 IP pool pricing in the commercial section if the bidder wishes to charge for the same.
If the rates for additional IP pools are not mentioned, it shall be considered that the ISP has
agreed to providing additional IP pools free of charge.

8.4 Performance Requirements

8.4.1

a)

b)

c)

8.4.2

a)

Internet Network Uptime

The bidder shall ensure that network architecture and configuration will support uptime of
99.9975% for DCs, COB, MRO locations, and 98.5% for RBI ROs for each physical/ logical link.

Auto failover configuration shall be ensured between two ISP networks. Auto failover shall also
be ensured between two last miles of the same ISP network.

In case of disruptions, IFTAS reserves the right to make any service provider interface/link/CPE
admin down based on the business requirements.

Internet SLA

The penalty will be levied for not meeting the Internet solution uptime parameters as under
and not limited to (considered as internet link down till restoration):

Link/Protocol flapping
Internet slowness issues
Last mile/Router outages

CPE related outages/issues
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e Configuration issues and Maintenance issue
e Business outages on account of cloud connectivity issues

e DDosS failure issues /inability to satisfactorily mitigate volume based/protocol based/other type
of attacks.

b) The bidder shall submit SLA compliance for the services rendered period along with invoice
based on SLA conditions.

c) SLA compliance report shall be finalized by IFTAS for RBI locations.

d) On any of the incidents covered under SLA, a FIR (First Hand Information report) shall be sent
by the bidder in the approved format within 1-2 hours of the occurrence of the problem.
Detailed RCA/RFO for the incidents shall be submitted in T+1day time frame.

8.4.3 SLA Conditions

The time taken to resolve any problem at any location (RBI DCs, COB, MRO and RBI ROs) is immediate
and router replacement, if required, shall be done promptly.

The network uptime is calculated as mentioned below.

a) RBI RO SLA: Monthly calculation
(Total Minutes in a month — Total Outage Minutes in a month) x 100%

Availability (%) =
vailability (%) (Total No of Minutes in a month)

RBI RO SLA calculated per month

No | Level of Network Uptime (per link) | Penalty on agreed amount per link
>98.5% to 100% 0 % Penalty

3 >97.5% to <=98.5% 50% Penalty
<=97.5% No Payment

b) RBI DC, COB and MRO SLAs: Day-wise calculation

(Total Minutes in a day — Total Outage Minutes in a day) x 100%
(Total No of Minutes in a day)

Availability (%) =

No | Level of Network Uptime (per link) | Penalty on agreed amount per link
1 | >99.9975% to 100% 0 % Penalty

2 | >99.99% to<=99.9975 % 10 % Penalty

3 | >99% to0<=99.99% 20% Penalty

4 | <=99% No Payment of rental charges

c) Note

1) Amongst other issues, the downtime includes device going faulty, logical, configuration issues
and no data/transmission or partial data transfer/ throughput issues/reachability issues and any
internet slowness issues even if the link is still up.

2) DDoS services shall be treated under the RBI DC/COB/MRO SLAs mentioned under point b
above.
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8.4.4 SLA Calculation process

a) The successful bidder shall collect incidents in respect of the links at each location using state
of art NOC tools on a real-time basis and provide consolidated monthly reports as required by
IFTAS.

b) IFTAS will collect incidents from all the sources including IFTAS NOC and other sources on
monthly basis.

c) IFTAS shall share the consolidated SLA compliance report with successful bidder who shall
compare all the incidents captured and convey their remarks based on logs, emails, evidence
and etc., This process shall be carried out for all links every month till the list of “agreed SLA
incidents” are concluded effectively calculating the downtime/ outages.

d) Final Downtime will be calculated by IFTAS based on final SLA compliance sheet and payment
will be made based on the final downtime confirmation.
8.5 Managed Services and Remote Network Operations Center requirements
8.5.1 Deliverables

a) The bidder shall set up a dedicated NOC to operate, monitor and maintain Internet network
using own latest Network Monitoring Infrastructure.

b) A complete NOC capable of identification of issues and providing quick resolution to all the
deliverables as per the scope of this RFP should be available 24*7*365, all throughout the
tenure of the contract. This should be at the bidder’s own premises and connected to IFTAS
network through links provided by the bidder, which shall be available round the clock.

c) The said NOC shall monitor the Internet links, DDoS and any other security or performance
issues across RBI DCs, COB, MRO and RBI ROs.

d) The NOC shall generate and customize MIS reports for network monitoring, security alerts,
capacity planning etc., as required by IFTAS.

e) The bidder shall provide dashboard with real time performance reports for RBI DC’s, COB, MRO
and RBI RO’s. Individual logins shall also be provided to each RO location or as required by IFTAS.

f) The RCA/RFO for incidents in the network monitoring setup shall be submitted in T+1 day time
frame.

g) IFTAS members shall receive alerts, alarms via SMS and email.

h) The bidder shall configure suitable changes to ensure network level monitoring as required by
IFTAS.

i) Indicatory type of report and its periodicity is mentioned in table below. The bidder shall provide
additional reports as required.

8.5.2 Report Format

The following is the Report Format for Network Monitoring using Key Network Parameters:

No Parameter Description Threshold Value Periodicity

1 Device (CPE) availability

A Devices that is not reachable for more than 5 Monthly
minutes

B CPU utilization in % >70% Monthly

C Memory utilization in % >70% Monthly

D Mean time between failures 7 calendar days Monthly
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No Parameter Description Threshold Value Periodicity
E Mean time to repair >2 hours for DCs, CBO & | Monthly
MRO; and >4 hours for
ROs
2 Interface availability and performance
A Interface not reachable for more than 5 minutes. | >5 Minutes Monthly
Primary protocol status >5 Minutes Monthly
Failover protocol status >5 Minutes Monthly
Physical 1/0 Status >5 Minutes Monthly
3 Link Performance
A Link Availability As per SLA Monthly
Link Utilization >70% Monthly
G Site Availability Links down or throughput | Monthly
issues even when link is
up
H Locations where auto failover not happened Monthly
(Locations where AFO has not worked as
intended.)
4 Report Summary
A Summary of incidents reported by IFTAS Monthly
B RFOs T+1
C TT Raised with Network Integrator Pending RFOs>2to4 hrs | T+1
D Configuration changes in the network Pending > 4hrs Immediate
E Inventory of the network (including bandwidth, | Along with installation | Immediate
equipment, etc.) and any changes made
thereafter
F SLA Compliance Report Monthly
G Cybersecurity event reporting, Vulnerability Immediate
reporting and any other security incident with
reporting monthly
consolidated
reports
H DDOS attack reporting Immediate
with
monthly
consolidated
reports
i Site access issues, slowness and related issues Weekly

Note: The report requirements may change from time to time and the bidder shall provide necessary
reports as required by IFTAS.

8.5.3 Capability criteria for NOC

a) The bidder should currently be managing at least 500 internet routers and at least 500 internet
last miles from their NOC infrastructure. Sufficient proof shall be provided by the bidder along
with submission of the RFP response.

b) The bidder should have a minimum of 50 customers availing Internet management services
through NOC.

c) The bidder should be providing DDoS services to at-least 50 large customers in India.
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d)

e)

f)

g)

h)

j)

k)

To comply with the internet management requirements, the bidder must have a NOC that is
capable of managing uptime of 99.9975% for RBI DCs, COB and MRO locations and 99.8% for
RBI RO locations . All cost towards providing the same shall be borne by the bidder including
equipment charge, internet bandwidth, last mile access, obtaining legal and regulatory
approvals, license fees etc.

The NOC should be manned with adequate certified engineers for operations. The number of
engineers available at the NOC from where the support services required under this RFP shall
be delivered should be mentioned.

The NOC services must be made available and fully operational during the tenure of the Internet
services contract.

The NOC should be running a 24X7 Technical Assistance Center (TAC) with Toll free number.
The NOC should have direct access to OEM TAC.

The NOC should follow ITIL processes and be compliant with all legal and regulatory
requirements.

The bidder shall have a demonstrated capability of generating standard pre-formatted SLA
compliance / customized reports.

The bidder shall integrate their auto ticketing tool with IFTAS tools and other service provider
tools as required, and ensure that the tickets are generated within 5 minutes of an event
occurrence.

8.6 Delivery, Installation and Commissioning at Final Destination

a)

b)

d)

e)

The bidder shall be responsible for delivery of the goods as per the bill of material of the
purchase order within 4 weeks from the date of the purchase order. The successful end to end
implementation of the overall project including Internet leased lines, DDoS, NOC, UAT, etc.,
should be completed within 7 weeks from the date of acceptance of purchase order.

The bidder shall be responsible for delivery of all equipment to final destination. Transport of
the equipment until delivery to the final destination including loading, unloading, handling and
storage, shall be arranged and paid for by the bidder and the cost thereof shall be specified and
included in the contract price.

Delivery of the equipment to the final destination shall be made by the bidder as per terms of
contract and the bidder shall be responsible for the equipment until their acceptance by IFTAS.

The delivered goods shall be installed and commissioned by the bidder, so as to achieve the
requirements, specified in the tender document.

Acceptance by IFTAS of all the delivered goods and services under the contract shall be deemed
to have taken place when the bidder, in accordance with the contract, has completed their
supply, installation and successful end to end commissioning, and IFTAS has thereafter certified
to the bidder in writing, the IFTAS acceptance of the successful completion of the project.
Acceptance certificate from IFTAS for the supplied goods shall in no way release the bidder from
any of its obligations under the contract.

8.7 Late delivery and resultant penalties

For late delivery beyond the delivery, installation and commissioning requirements specified under
section 8.6, charges at the rate of 1% of the total contract value inclusive of all taxes, duties, levies etc.,
per week or part thereof subject to a maximum of 10% shall be applicable.
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IFTAS reserves the right to terminate the overall contract or apply necessary treatment, in the event of
any delays over and above 10 weeks from the final date of delivery required under section 8.6.

9 Scope of work - Network Integrators (NI)

Bidders participating as Network Integrator shall confirm to the following technical, commercial and
legal responsibilities:

a)

b)

d)

e)

f)

h)

By placing a Network Integrator bid it is implied that the bidder has the necessary regulatory
license to provide NI services for the Scope of work including Internet Bandwidth, and is liable
for the overall Nationwide Internet Bandwidth requirement of RBI with two service providers at
37 locations, and three service providers at 5 locations of RBI.

The NI shall design, implement, and manage DDoS services across all the proposed ISP solutions.
The NI shall ensure AFO between ISPs for each location as required by IFTAS.

Overall solution delivery, configuration management, performance management, uptime and
SLA management and reporting shall be the responsibility of the NI.

The NI NOC shall integrate with other ISP NOCs to deliver the overall NOC and reporting
requirements elaborated in this RFP.

Each Internet link shall be delivered on separate CPE equipment as per the specifications
required.

NI shall be responsible for maintaining the overall SLA across multiple ISPs end to end for the
complete solution.

All the sections of this RFP detailing the requirements from the bidder/ISP including technical,
commercial, legal, general and others will be applicable to the NI for the overall solution and
each component of the solution proposed by the NI, and this shall be binding. By placing an NI
bid, it is implied that the bidder shall adhere to all the SLAs and penalties detailed in this RFP for
each of the individual ISPs proposed, and shall provide a single integrated view for all
components of the solution.
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Annexure-l: Performance Bank Guarantee

Performance Bank Guarantee

The CEO,

Indian Financial Technology and Allied Services,
Unit No. 201, B2 Building, Kanakia Boomerang,
Chandivali Farm Road, Chandivali,

Andheri (East), Mumbai- 400072, India.

Dear Sirs,
PERFORMANCE BANK GUARANTEE - for ............
WHEREAS

M/s. (name of Service Provider), a company registered under the Companies Act, 1956, having its
registered and corporate office at (address of the Service Provider), (hereinafter referred to as “our
constituent”, which expression, unless excluded or repugnant to the context or meaning thereof,
includes its successors and assigns), entered into a Purchase Agreement dated.. (Hereinafter, referred
to as “the said Agreement”) with you (IFTAS) for Supply, Implement and Maintenance of Internet
connectivity and DDoS solution for IFTAS as detailed in the said Agreement.

We are aware of the fact that in terms of sub-para (...), section (...), chapter (...) of the said Agreement,
our constituent is required to furnish a Bank Guarantee for an amount Rs........ (in words and figures),
being 10% of the Contract Price of Rs. ... (in words and figures), as per the said Agreement, as security
against breach/default of the said Agreement by our Constituent.

In consideration of the fact that our constituent is our valued customer and the fact that it has entered
into the said Agreement with you, we, (name and address of the bank), have agreed to issue this
Performance Bank Guarantee.

Therefore, we (name and address of the bank) hereby unconditionally and irrevocably guarantee you as
under:

a) In the event of our constituent committing any breach/default of the said Agreement, which
breach/default has not been rectified within a period of thirty (30) days after receipt of written
notice from you, we hereby agree to pay you forthwith on demand such sum/s not exceeding
the sum of Rs...... (in words and figures) without any demur.

b) Notwithstanding anything to the contrary, as contained in the said Agreement, we agree that
your decision as to whether our constituent has made any such default/s / breach/es, as afore-
said and the amount or amounts to which you are entitled by reasons thereof, subject to the
terms and conditions of the said Agreement, will be binding on us and we shall not be entitled
to ask you to establish your claim or claims under this Performance Bank Guarantee, but will
pay the same forthwith on your demand without any protest or demur.

c) This Performance Bank Guarantee shall continue and hold good till the completion of the

contracted period for the ‘Total Solution’ i.e. (date), subject to the terms and conditions in the
said Agreement.
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d)

e)

f)

g)

h)

j)

k)

We bind ourselves to pay the above said amount at any point of time commencing from the
date of the said Purchase Agreement until the completion of the contracted period for the Total
Solution as per said Agreement.

We further agree that the termination of the said Agreement, for reasons solely attributable to
our constituent, virtually empowers you to demand for the payment of the above said amount
under this guarantee and we have an obligation to honour the same without demur.

In-order to give full effect to the guarantee contained herein, we (name and address of the
bank), agree that you shall be entitled to act as if we were your principal debtors in respect of
your claims against our constituent. We hereby expressly waive all our rights of surety ship and
other rights, if any, which are in any way inconsistent with any of the provisions of this
Performance Bank Guarantee.

We confirm that this Performance Bank Guarantee will cover your claim/s against our
constituent made in accordance with this Guarantee from time to time, arising out of or in
relation to the said Agreement and in respect of which your claim is lodged with us on or before
the date of expiry of this Performance Guarantee, irrespective of your entitlement to other
claims, charges, rights and relief’s, as provided in the said Agreement.

Any notice by way of demand or otherwise hereunder may be sent by special courier, telex, fax,
registered post or other electronic media to our address, as aforesaid and if sent by post, it shall
be deemed to have been given to us after the expiry of 48 hours when the same has been
posted.

If it is necessary to extend this guarantee on account of any reason whatsoever, we undertake
to extend the period of this guarantee on the request of our constituent under intimation to
you (IFTAS)

This Performance Bank Guarantee shall not be affected by any change in the constitution of our
constituent nor shall it be affected by any change in our constitution or by any amalgamation
or absorption thereof or therewith or reconstruction or winding up, but will ensure to the
benefit of you and be available to and be enforceable by you.

Notwithstanding anything contained hereinabove, our liability under this Performance
Guarantee is restricted to Rs...... (in words and figures) and shall continue to exist, subject to the
terms and conditions contained herein, unless a written claim is lodged on us on or before the
afore-said date of expiry of this guarantee.

We hereby confirm that we have the power/s to issue this Guarantee in your favour under the
Memorandum and Articles of Association/ Constitution of our bank and the undersigned is/are
the recipient of authority by express delegation of power/s and has/have full power/s to
execute this guarantee under the Power of Attorney issued by the bank in his/their favour.

We further agree that the exercise of any of your rights against our constituent to enforce or forbear to
enforce or any other indulgence or facility, extended to our constituent to carry out the contractual
obligations as per the said Agreement, would not release our liability under this guarantee and that your
right against us shall remain in full force and effect, notwithstanding any arrangement that may be
entered into between you and our constituent, during the entire currency of this guarantee.

Notwithstanding anything contained herein:

a)
b)

c)

Our liability under this Performance Bank Guarantee shall not exceed Rs. .... (in words and
figures); and
this Performance Bank Guarantee shall be valid only up to ........ (date, i.e., completion of

contracted period for the Total Solution); and

we are liable to pay the guaranteed amount or part thereof under this Performance Bank
Guarantee only and only if we receive a written claim or demand on or before .... (date i.e.,
completion of the contracted period for the Total Solution).
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This Performance Bank Guarantee must be returned to the bank upon its expiry. If the Performance
Bank Guarantee is not received by the bank within the above-mentioned period, subject to the terms
and conditions contained herein, it shall be deemed to be automatically cancelled.

Dated ....ccceevevevurennen this ........... day ............. 2015.

Yours faithfully,

For and on behalf of the ............... Bank

(Signature)
Designation
(Address of the Bank)

Note:

a) This guarantee will attract stamp duty as a security bond under Article 54(b) of the Mumbai
Stamp Act, 1958.

b) A duly certified copy of the requisite authority conferred on the official/s to execute the
guarantee on behalf of the bank should be annexed to this guarantee for verification and
retention thereof as documentary evidence in the matter.
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Annexure-ll: Technical Bid Order and Format

Technical Bid Order and Format

Table of contents
e [ntroduction

Purpose

Objectives

Detailed Scope

Technical statements (As per technical bids format specified below

Technical deviation statement

Details of any legal action on the bidder and declaration that the services to IFTAS shall
not be impacted on account of such actions

List of own Internet landing stations, with address and contact details

Confirmation that the ISP has a minimum of 50 corporate customers availing Internet
Services

Confirmation that the ISP has a minimum of 50 corporate customers availing DDoS
Services

Letter stating the number of certified engineers available at the NOC for managing the
support activities detailed in the RFP

Confirmation letter stating that the ISP maintains ITIL processes and is compliant with
all legal and regulatory licenses, as mandated by TRAI/GOI or other applicable governing
bodies.

Self-certified letter to be submitted for meeting the delivery schedule and accepting the
LD clause along with the copy of the respective OEM's confirming to adhere the delivery
schedules.

Details of service locations where spares and service personnel shall be available.
Confirmation letter stating that the bidder manages a minimum of 500 Internet routers
and 500 internet last miles on its own. Indicatory references may also be provided as
proof.

Confirmation letter stating that bidder as a minimum of 50 large customers availing
DDoS services. List of such customers shall also be provided.

Confirmation letter with the details of the number of certified engineers available at the
NOC for managing support activities. The bidder is also required to highlight the number
of certified engineers at the NOC specifically assigned to manage DDoS services.
Confirmation letter stating that the bidder maintains ITIL processes and is compliant
with all legal and regulatory licenses from relevant regulatory bodies, which are
required to provide the services proposed.

Self-certified letter stating that the bidder shall meet the delivery schedules and accepts
the Late Delivery (LD) clause/penalties.

All telecommunications infrastructure used in the network including the equipments
internal to the backbone network of the bidder shall be as approved/permitted by the
Government of India/relevant regulatory bodies. Confirmation letter to this effect shall
be included.

e Management summary

Overview of the bidder, financial, management and operational hierarchy and relevant
details

Overview of proposed time-table and project management provisions

Overview of proposed maintenance and support arrangements
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Bidder Details

The registered name of the
bidding company

Business address for | Location

correspondence Street

Locality

City

Pin Code

Country

Telephone

Facsimile

Email

Other

Contact name of the bidder’s
representative

Contact’s position with bidder

Contact person’s addresses if | Location

different from above Street

Locality

City

Pin Code

Country

Telephone

Facsimile

Email

Other

Business structure (top to bottom)

Project management structure (top to bottom)

Support and NOC structure (top to bottom)

Bidder’s registered address
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Details of company
registration

Names of Directors Chairman

President/Managing

Director

Directors

CEO

Include a structure chart reflecting the organization

Chart
Financial standing of the 1.  Turnover for the past 3 financial years
bidder 2.  Net profit for the past 3 financial years

(Information is designed to give provide confidence in the financial competence of the bidder)

Audited financial accounts for past three years should be included under Annexure-1.

Total current employees

2015-2016 2016-2017 2017-2018

Sales Turnover

Net profit before tax

Company Profile(s)

Reference Sites (Use separate | [Details of at least two similar implementations in the recent
schedule formats for this | past (including contact details) which will demonstrate the

response) bidder’s ability to carry out the functions which they are
projected to supply in this project in a timely and professional
manner.]

Designated Staff | Name Position Project Designation

(Detailed profiles

of key staff shall
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be included in
appendix)

Experience in Similar Projects

(Give details about the following with respect to the methodology followed by your organization
in projects of similar nature and complexity —a minimum of two projects to be elaborated.)

Project Name:

Project Location:

Client Name:

Client address:

Client contact/reference | Name

person(s): Address — if different from above

Telephone

Facsimile

Mobile Phone

Email address

Project started (month/year):

Project elapsed time -
months:

Name of senior project staff:

Project Director

Project Manager

Other

Role of the company, whether

complete end-to-end
involvement or for a particular
module:

Role of the company, whether

complete end-to-end

involvement or for a particular
part/module:

Project detail
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Annexure-lll: Technical Deviation Statement

Technical Deviation Statement

The following are the particulars of deviations from the requirements of the tender specifications.

The technical specifications furnished in the bidding document shall prevail over those of any others
document forming a part of our bid except only to the extent of deviations furnished in this statement.

Dated

Signature of the authorized signatory and seal

Note: The statement should be returned duly signed with an endorsement.
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Annexure-IV: MAF

Form: Manufactures / Producers Authorization Form (MAF)
No. Date:
From: <<Name and Address of Telecom Service Provider>>

Indian Financial Technology and Allied Services,
Unit No. 201, B2 Building, Kanakia Boomerang,
Chandivali Farm Road, Chandivali, Andheri (East), Mumbai- 400072
To:

Sub: OEM Authorization & IFTAS-RFP T&C Acceptance Letter.

Ref: Your RFP for Setting up and Managing the Nation-wide Secure Internet connectivity provided at RBI
DC locations, COB, MRO and RBI ROs.

Dear Sir,

This is to certify that I/we am/are the ISP Bandwidth Service Provider in India and have valid
TRAI/DoT/GOl licenses to provision Internet bandwidth and related products listed hereunder:

1. Internet Bandwidth with DDoS
2. Internet/Network monitoring and management

I/We confirm that <Name of Service Provider> will abide with all the terms and conditions of IFTAS RFP

which includes Payment, Feasibility, Uptime SLA, Management & Monitoring of links, PBG, LD &
Penalties etc. Also, will abide with the L1 commercials for above mentioned products as agreed with
IFTAS for setting up and Managing the Nation-wide Secure Internet Connectivity at RBI DC locations and
RBI RO’s.

I/We hereby also confirm that we will extend our un-conditional support for above listed products and
services for internet bandwidth, DDoS, integration and management services and relevant technical
support, management and updates in line with RFP terms and conditions throughout the tenure of
contract of the IFTAS RFP.

Thanking you,

Yours Faithfully

[Name of Authorized Signatory]
[Name of Organisation]
[Designation] [Place]

[Date and Time] [Seal & Sign]
[Business Address]
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Indian Financial Technology & Allied Services

Annexure-V: Commercial Bid for ISP

Commercial Bid format for participating as ISP:

The TCO for 3 years for RBI DC, COB, MRO & RO locations is as under.

Recurring | Managed
No. of Recurring Charges Charges service Total price Total Total price inclusive of all taxes and
No . Bandwidth No. of links for Charges Price / . .
locations for One CPE p.a . . . price levies
bandwidth | per link | Location
p.a p.a
A B C D E F G= D+E+F | H=G*C
1 |13 10 Mbps 1
2 |9 25 Mbps 1
3 15 50 Mbps 1
4 |5 100 Mbps 2
Total cost(l) I= K=
Consolidated
5 |5 2GB  cloud | NA NA NA NA )= L=
DDoS across
5 locations(J)
Total (14+))=
Grand Total inclusive of Taxes (K+L)

[Name of Authorized Signatory]
[Name of Organisation]
[Designation] [Place]

[Date and Time] [Seal & Sign]
[Business Address]
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Annexure-VI: Commercial Bid for NI

Commercial bid format for participating as Network Integrator:

The TCO for 3 years for RBI DC, COB, MRO & RO locations is as under.

No. of [No. offNo. of . Recurring | Managed | Total Total price inclusive of all
. . Recurring . . . .
links ISPs perllinks Charges Service price Total price [taxes and levies
No. of . . Charges .
No . Bandwidth per ISP |locationjper for  one | charges per link | per
locations .| for One . . .
per location bandwidth | per link | per location
. CPEp.a . .
location link p.a p.a Location
D E G= _ARE*
A B C F G H F+G+H H=A*E*G
1 |13 10 Mbps 1 2 2
2 |9 25 Mbps 1 2 2
3 |15 50 Mbps 1 2 2
4 |5 100 Mbps 1 3 3
Total cost(l) | = K=
Consolidated
2GB  cloud Mention | J=Mention
5 5 DDoS per | NA NA NA NA cost per | cost for 3 |L=
ISP, across 5 ISP here | ISPs here
locations
Total(l+J) (1+J)
Grand Total inclusive of all taxes and levies (K+L)=

Note:
a) The 100Mbps Datacenter, COB and MRO location links shall be delivered on dual last miles for optimum performance.
b) Each link shall be delivered on a separate CPE with AFO enabled on them
c) Each ISP to provide consolidated DDoS across 5 locations (3* DCs, COB & MRO)
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[Name of Authorized Signatory]
[Name of Organisation]
[Designation] [Place]

[Date and Time] [Seal & Sign]
[Business Address]
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Annexure-VIl: RBI Locations
RBI DC, COB, MRO and RBI RO addresses:

No | Location Address Bandwidth | No. of links to | No. of different
Mbps be quoted for | ISP links to be
participating quoted for
as individual | participating as
ISP NI
1 Agartala Reserve Bank of India, | 10 1 2
old Municipal Road,
2nd Floor Jackson Gate
Building,
Tirupura West, Agartala
2 Ahmedabad Reserve Bank of India, | 25 1 2
NCC National Clearing Centre,
La Gajjar Chambers,
AHMEDABAD - 380 009.
3 Ahmedabad Reserve Bank of India, | 25 1 2
RO P. B. No.1,
Ashram Road,
AHMEDABAD - 380 014.
4 Aizawl Reserve Bank of India, IT | 10 1 2
Cell, F. Kapsanga Building
(3rd Floor), Opp. Assam
Rifle Gate, Dawrpui, Aizawl
(Mizoram)
Pin-796001
5 Bangalore RO | Reserve Bank of India | 50 1 2
10/3/8 Nrupathunga Road,
P.B.No. 5467,
BANGALORE - 560001.
Tel.No : 080 — 2227 5020
6 Belapur Office | Belapur Navi Mumbai | 25 1 2
Office
Reserve Bank of India
2nd Floor.
Plot No. 3, Sector 10,
H.H. Nirmaladevi Marg,
CBD Belapur,
Navi Mumbai- 400 614.
7 Bhopal RO Reserve Bank of India, | 25 1 2
Hoshangabad Road,
P. B. No. 32,
BHOPAL - 462 011
8 Bhubaneswar Reserve Bank of India, | 25 1 2
RO Pt. Jawaharlal Nehru Marg,
P. B. No. 16,
BHUBANESWAR - 751 001.
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No | Location Address Bandwidth | No. of links to | No. of different
Mbps be quoted for | ISP links to be
participating quoted for
as individual | participating as
ISP NI
9 Byculla Reserve Bank of India, | 50 1 2
PB No. 4528, 3rd floor
Opp. Mumbai  Cental
Railway Station, Mumbai
Central Post Office, Byculla,
Mumbai - 400
10 | Chandigarh RO | Reserve Bank of India, | 25 1 2
Central Vista,
Opp. Telephone Bhawan,
Sector 17,
CHANDIGARH - 160 017.
11 | Chennai RBSC | Reserve Bank Staff College | 50 1 2
359, Annasalai,
Teynampet,
CHENNAI -600018
12 | Chennai RO Reserve Bank of India | 50 1 2
Fort Glacis, No. 16 Rajaji-
Salai,
P.B.No.40, CHENNAI -
600001.
13 | Dehradun Reserve Bank of India, | 10 1 2
97, Rajpur Road,
DEHRADUN - 248 001.
14 | Delhi RO Reserve Bank of India | 50 1 2
6, Sansad Marg,
NEW DELHI - 110 001.
Tel.No. 011 - 2371 0538-42
Fax:011-2371 1250
15 | Gangtok The Officer-in-Charge, | 10 1 2
Reserve Bank of India,
NH-31 A, Gupta Building,
1st Floor, 31 A,
National Highway,
Opposite Sikkim Police HQ,
Gangtok-737101,Sikkim
16 | Guwahati RO Reserve Bank of India | 25 1 2
Station Road, Pan Bazar,
P.B.No0.120,
GUWAHATI - 781001.
17 | Hyderabad RO | Reserve Bank of India | 50 1 2
6-1-56, Secretariat Road,
Saifabad,
P. B. No. 1,
HYDERABAD - 500 004.
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No | Location Address Bandwidth | No. of links to | No. of different
Mbps be quoted for | ISP links to be
participating quoted for
as individual | participating as
ISP NI
18 | IMPHAL Opp. Manipur Legislative | 10 1 2
Assembly, Lilashing
Khongnakhong Imphal,
Manipur - 795 001
Architecture
19 | Jaipur Reserve Bank of India, | 25 1 2
Rambagh Circle,
Tonk Road,
P. B. No 12,
JAIPUR- 302 004.
20 | Jammu RO Reserve Bank of India, | 10 1 2
Rail Head Complex,
JAMMU - 180 012.
21 | Kanpur Reserve Bank of India, | 50 1 2
Mahatma Gandhi Road,
P. B. No. 82/142,
KANPUR- 208 001.
22 | KochiRO Reserve Bank of India, | 10 1 2
Foreign Exchange
Department
Emakulam North,
P. B. No. 3065,
KOCHI - 682 018.
23 | Kolkata RO Reserve Bank of India | 50 1 2
15, N.S. Road,
KOLKATA - 700 001
Tel.No : 033 — 22308331/
2230 4321
Fax : 033 — 2230 9589/
22313645
24 | Lucknow RO Reserve Bank of India | 50 1 2
Building,
8-9, Vipin Khand, Gomti
Nagar,
LUCKNOW- 226 010.
25 | Mumbai BKC Bandra Kurla Complex | 50 1 2
(BKC)
Officer-in-Charge,
Reserve Bank of India,

DESACS, C-8, 3rd Floor
Bandra (E),
MUMBAI - 400 051
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54/949, Satya Prem Vihar
Mahadev  Ghat Road,
Sunder Nagar,
RAIPUR -492 013

No | Location Address Bandwidth | No. of links to | No. of different
Mbps be quoted for | ISP links to be
participating quoted for
as individual | participating as
ISP NI
26 | MRO (Mumbai | Reserve Bank of India | 100 1 3
regional office) | Main Building, P. B. No.
901,
Shahid Bhagat Singh Road,
Fort Mumbai-400 001.
Ph.No. 022 - 2266 0500
Fax No. 022 - 22660817
27 | Nagpur AOB | Nagpur Additional Office | 10 1 2
Office Building
Reserve Bank of India,
Additional Office Building,
1st Floor, East High Court
Road, P.B. No 118,
Nagpur —440 001
28 | Nagpur RO Reserve Bank of India | 50 1 2
Main Office Building, Dr.
Raghavendra Rao Road,
P.B.No.15, Civil Lines,
NAGPUR - 440 001.
29 | Panaji RO Reserve Bank of India, | 10 1 2
Foreign Exchange
Department,
3A-3B, Sesa Ghor,
3rd Floor, P. B. No. 20, EDC
Complex,
PANAIJI- 403 001.
30 | Patna RO Reserve Bank of India | 50 1 2
South Gandhi Maidan,
P.O.No. 162,
PATNA - 800 001.
Tel.No. 0612 — 268 5851
31 | Pune Reserve Bank of India, | 50 1 2
College of  Agriculture
Banking,
University Road,
Ganeshkhind Road,PUNE -
411 016
32 | Raipur RO Reserve Bank of India, | 10 1 2
Shubhashish Parisar
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ztckolkata@rbi.org.in
Ph: 033-22135508

No | Location Address Bandwidth | No. of links to | No. of different
Mbps be quoted for | ISP links to be
participating quoted for
as individual | participating as
ISP NI
33 | Ranchi CCU Reserve Bank of India, | 10 1 2
R.R.D.A Building,
Pragathi Sadan (4th Floor),
Kutchery Road,
RANCHI — 834001
34 | Shillong The Officer-in-Charge, | 10 1 2
Reserve Bank of India,
Aphira  Building,  Fruit
Garden, Shillong Jowai
Road, P.O. Laitumkhrah
Shillong-793003
35 | Shimla RO Reserve Bank of India, | 10 1 2
B-478, Sector \Y)
New Shimla - 171 009
(Himachal Pradesh)
36 | Trivandrum Reserve Bank of India, | 50 1 2
Trivandrum Regional
Office,
Bakery Junction,
Post Box No. 6507,
Thiruvananthapuram -695
033.
37 | WTC Mumbai Reserve Bank of India, | 50 1 2
Department of Banking
Operations and
Development,
Center 1, World Trade
Center,
Post Box No. 1107,
5th floor Cuffe Parade,
Colaba, Mumbai - 400 051
38 | ZTC kolkatta "Reserve Bank of India | 25 1 1
Zonal Training  Centre
8, Council House Street
Kolkata-700001
e-mail
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Additional Office Building,
1st Floor, East High Court
Road, P.B. No 118,
Nagpur — 440 001

No | Location Address Bandwidth | No. of links to | No. of different
Mbps be quoted for | ISP links to be
participating quoted for
as individual | participating as
ISP NI
39 | Belapur Belapur Navi Mumbai | 100 1 3
Datacenter Office
(DC) Reserve Bank of India
2nd Floor.
Plot No. 3, Sector 10,
H.H. Nirmaladevi Marg,
CBD Belapur,
Navi Mumbai- 400 614.
40 | Kharghar Kharghar Data Center | 100 1 3
Datacenter Reserve Bank of India
(DC) RainTree Marg, Sector 7,
CBD Belapur,
Navi Mumbai.
41 | COB (Central | MUMBAI — Central Office | 100 1 3
Office Reserve Bank of India
Building), Department of Information
Mumbai Technology,
Central Office Bldg, 14th
Floor, Shahid Bhagat Singh
Road, MUMBAI — 400 001.
42 | Nagpur Nagpur Additional Office | 100 1 3
Datacenter Building
(DC) Reserve Bank of India,
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