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1 26 

Annexure-V: Technical 
Specifications of 
Vulnerability 
Management 

The proposed solution shall be able to 
automatically pause scheduled scans if 
unable to complete within the 
predefined durations  

The proposed solution shall be 
able to manually pause scheduled 
scans if unable to complete 
within the predefined durations  

This clause stands to 
be modified as 
Optional.  

2 26 

Annexure-V: Technical 
Specifications of 
Vulnerability 
Management  

The proposed solution must be able to 
perform discovery, vulnerability 
scanning, web scanning, and 
compliance assessment in a single scan.  

Does Web Scanning indidcates 
here Web Application Scanning? 
Kindly clarify  

This clause stands to 
be modified as 
Optional. 

3 26 

Annexure-V: Technical 
Specifications of 
Vulnerability 
Management  

The proposed solution must be able to 
provide information on how to develop 
exploit(s) to demonstrate and validate 
the vulnerability found.  

The solution will provide the 
detailed CVE and CVSS id and how 
the attacker will exploit the 
system. Please clarify what does 
this mean by develop exploit  

This clause stands to 
be modified as 
Optional. 

4 26 

Annexure-V: Technical 
Specifications of 
Vulnerability 
Management  

The proposed solution must support 
identification and management of 
vulnerability exceptions. Exceptions 
should support an approval workflow.  

The solution provides exceptions, 
but workflow is internal and 
depends on organisations to 
accept the vulnerability as a risk 
or no risk. Kindly remove the 
"approval workflow" clause and 
amend accordingly  

This clause stands to 
be modified as 
Optional. 

5 27 
Annexure V point 14, 
page 27  

The proposed solution must support 
command line console within web GUI.  

Why a specific requirement to 
have the CLI within the GUI. 

This clause stands to 
be modified as 
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Please explain Optional. 

6 28 
Annexure V point 27, 
page 28  

The proposed solution shall be able to 
automatically pause scheduled scans if 
unable to complete within the 
predefined durations  

No specofoc time can be defined 
while scanning, pausing a scan is 
a manual task. Request you kindly 
change the clause accordingly  

Refer Response of 
Point 1 

7 
Web 
Scanning  

88 - 95 Clarification on Points 88 - 95  

Our solution provides Web 
Application Scanning (WAS) as a 
separate module and is a cloud 
offering. Please let us know your 
acceptance on the same. If else, 
we suggest you separate this 
from the current RFP. It would 
not be fair to evaluate the 
requirement based on one OEM's 
perspective. 

This clause stands to 
be modified as 
Optional 

8   
Annexure V point 143, 
page 38 

The proposed solution vendor must be 
PCI ASV, that able to execute with a set 
of security services and tools (“ASV 
scan solution”) to conduct external 
vulnerability scanning services to 
validate adherence with the external 
scanning requirements of PCI DSS 
Requirement 11.2.2. The scanning 
vendor’s ASV scan solution is tested 
and approved by PCI SSC before an ASV 
is added to PCI SSC’s List of Approved 
Scanning Vendors. 

 PCI ASV is external scanning for 
external Ips. Tenable provides PCI 
ASV certification on cloud.Since 
this was also not discussed during 
POV and is a cloud offering from 
Tenable and the instance of cloud 
is not available in India. Reuest 
you to kindly remove it or allow 
the cloud offering 

This clause stands to 
be modified as 
Optional. Bidders can 
provide additional 
information with 
respect to their 
solution 

 


